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INTRODUCTION

Everybody owns data which she/he wants to keep secret from third party,
beginning from the PIN number of a debit card to a certain phone number
which must not fall into the false hands.

The more information has to be kept secret, the more difficult itis to
memorize it. This is the reason why many people note down their secrets
instead of learning them by heart.

Aslong as you can hide these notes at home or even put them in a safe,

the security risk can be minimized even for written notes.

One of today's trends is our society’s increased mobility. As a consequence,
people tend to take all their relevant data with them, wherever they go.
Mobile Devices therefore turn into , trusted personal devices”, into machines
the user always has in his carry-on luggage and that are very familiar to her/
him. These devices are ideal for storing secrets securely.

SOLUTION »VOICESAFE for Mobile«

If you want to use ,VOICESAFE for Mobile”, take any cell phone and call the
premium service number an (e.g. 1-900-11-TRUST for 1,99 USD / min).

Then the system asks you to leave three voice samples of the sentence

.My voice is my passport”. From these voice samples the VOICETRUST server
generates a voice profile for the individual caller. This voice profile will be
stored using the cell phone number as client ID. Anonymous callers without
caller ID will be asked to activate the caller ID functionin order to be able to
use the service.

Every secret in VOICESAFE consists of a the name of alock box and its content.
The name could be like ,, PIN number of my favorite's debit card * or ,my email
account”). The content would then be:,0815" resp. ,username: mike987,
password: darlingl23"). With the voice command ,New lock box” you can
record a new secret.

When you call next time, the server compares the current voice sample with
the voice profile created earlier. In case of positive authentication you hear

all the names of your lock boxes one after another. If you want to hear the
content then say “open” to open the respective lock box. For further navigation
use the voice commands “next”, or “last” or “delete”.
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SOLUTION »VOICESAFE for iPhone«

If you want to use ,VOICESAFE for iPhone”, then load the application from
AppStore in iTunes (X,XX USD or use the free 30-days test version).
After installation, you will be asked to record a passphrase three times.
These voice samples will be used by the application to generate your
individual voice profile.

You may enter secrets of all kinds, debit and credit card information, login
data for online-banking and for other websites or secrets of all other kinds.
Next time the application starts, VOICESAFE compares a current voice
sample of your passphrase with the recorded voice profile.

The program can only be used after the iPhone user has voice-verified
his/heridentity.



